


Assist the government in wellbeing services

received 110,000 million likes. Before the live broadcast, only bird—hunters or-—
dered the bird cages. After the live broadcast, bird cage wholesalers and many
local and non-local residents came for consultation and wanted to learn how to
make the cage. Given increasing orders with the heat brought about by the live
show, Hou's two sons begun to learn skills from their father instead of working
outside the village.
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Create a model of agricultural public welfare. Public welfare projects of agri—
cultural products and agricultural science & technology are spread through
Tencent Charity, to mobilize social decentralized resources to solve substantive
issues that need addressing urgently, covering agricultural product sales, agri-
cultural science & technology, and rural infrastructure, and further lift the rural
population out of poverty.

53 Jointly safeguard cybersecurity

Cybersecurity threats and risks become increasingly prominent with the
rapid development of new technologies and new services. It is imperative to
provide more and better online content and establish a system for integrated In-
ternet management to ensure a clean cyberspace. Attaching great importance
to cybersecurity, WeChat puts user information security in the first place and
has built a multi—-party co—governance model to provide users and enterprises
with safer and more secure services.

Optimize the security mechanism and establish a scientific and effective
system for information security management. After years of technological and
mechanism development, WeChat and related products and services have
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made positive progress in application security and protection against cyber
attack and virus, and been certified in the ISO27001:2013 standards, which are
authoritative, strict, and widely accepted and applied worldwide in the field of in—
formation security.

Set up a Rumor Rebuttal Center, launch Rumor Rebuttal Assistant and
Rumor Filter, and adopt a multi—-pronged approach to combating rumors, includ-
ing proactive interception, capability access, and knowledge dissemination. Up
to present, more than 800 third—party authoritative agencies have joined the
ranks to refute rumors, with total reads reaching 800 million times. They have
intercepted rumors over 500 million times, published over 40 rumor lists, sup-—
ported more than 1.2 million inquiries, and penalized about 180,000 official ac-
counts. In addition, the mini program Rumor Rebuttal Assistant also discloses
the latest information to refute rumors. As of December 2017, it was used by
more than 19.7 million subscribers and enabled over 300,000 times daily on av—
erage and it issued a total of more than 37 million reminders.

Upgrade the Guardian Plan to combat cyber fraud and illegal industry chain
on all fronts. WeChat acts as a connector to help upgrade the Guardian Plan
and build a social co—governance model. It participates in the fight against
cyber fraud and illegal industry chain on all fronts, so as to provide the public
with a comprehensive range of cyber security protection and reduce their expo-
sure to cybercrime. In 2017, the Guardian Plan assisted the public security au-—
thorities in cracking 160 cases of Internet crimes and arresting more than 3,800
criminal suspects. These cases involved RMB 3.2 billion in the illegal acquisition
of more than 10 billion pieces of citizen information.

Case: WeChat cooperated to investigate and crack the first

case of Trojans increasing traffic for WeChat official accounts

In May 2017, WeChat got involved in the action of Jiangsu Pizhou police de—
ployed in Beijing, Shenzhen, Shandong and Nanchang to crack the first case of
Trojans increasing traffic for WeChat official accounts. Multiple criminal gangs
that have developed and operated Trojans have been dismantled and 22 sus—
pects arrested. Trojans were deliberately developed with the functions of in—
creasing readers, likes, voters, and followers of official accounts, implanted into
common Android Package Kits (APKs) on the market, and then spread with re—
packaged APKs through multiple channels including reinstallation. BTghost was
silently installed at the backdoor of APKs to create an order acceptance platform
for increasing readers, and further, illegally control other mobile phones through
Trojans. This generated high illegal interests given a price of RMB 20 to 30 for
each 1,000 readers increased.
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As there are many factors affecting cybersecurity, sharing and co—gover-—
nance are needed to build a concentric circle of cybersecurity. WeChat as a
platform—oriented application still urgently need improvement. According to the
survey, 53.2% of users stated that WeChat performs generally in the protection
of personal information security and privacy and faces potential risks of person—
al privacy and information security.
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06
FULFILL CORPO-
RATE SOCIAL

RESPONSIBILITY



Fulfill corporate social responsibility

A larger enterprise should bear greater responsibility. In the context of eco—
nomic globalization, social responsibility has become an important measure of
the economic and social impact of enterprises. WeChat, a major part of the
Tencent ecosystem, has been active in pursuing social responsibility and taken
practical actions to give back to society, including innovating forms and synthe-—
sizing forces for public welfare, exploring and improving the legal service model
of the Internet plus intellectual property, and protecting intellectual property
rights (IPRs). In 2017, 97.6% of users believed that WeChat has fostered posi-
tive energy, 2.1 percentage points higher as compared with the previous year.

61 Foster positive energy

We should vigorously inspire positive energy that provides spiritual power
for the realization of China Dream, said General Secretary Xi Jinping. While the
state and the society are undergoing a transition in all respects, contradictions
and problems that have emerged since the reform and opening—up gradually
stand out, and people become more free in minds with richer and stronger In—
ternet content communication. Bolstering cultural confidence and fostering pos—
itive energy, which is conducive to greater power of the Chinese nation to unite,
will be of vital significance for developing a great socialist culture in China.

Develop content ecosystem. It provides more support for all kinds of ac-—
counts that uphold positive energy, including convenient channels for major
publicity organs and mainstream media to disseminate positive information and
guide public opinions. Meanwhile, WeChat strengthens the censoring and moni—
toring of user—issued content and information to help create a clear cyberspace.
According to the Impact Ranking of WeChat Official Accounts of Retired Cadres
of National Government Organs and Public Institutions released by the Public
Opinion Monitoring Office of the People Net, most accounts have total reads
stand in the ranges of 5000—-10000 and 10000—-100000, and "China's Veteran
Cadres," "Fujian Retired Cadres," "Xi'an Public Security Retirement Office," "Li—
aoning Veteran Cadre University" and "Jintai Changwan" have total reads
exceed 100,000 each. These official accounts have actively published the Party
and the government's guidelines and policies on the work concerning veteran
cadres and the perceptions and experiences of veteran cadres, which has given
a boost to positive energy and cultural confidence.
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62 Dromote social welfare charity

WeChat supports charity by mustering resources and reforming models to
make charity decentralized, diversified and normalized in daily life. More trans—
parent public welfare projects and individual donations will attract more users to
participate in charity. In 2017, 40.3% of users donated for charity through
WeChat, which was almost twice that of 2015.

@ Muster charity resources

Connect people to charity with extensive coverage of charity information.
Giving full play to its influence and platform, WeChat mobilizes stars, celebrities,
corporate groups, and hundreds of millions of users to diverse public welfare
projects and information. It encourages more users to engage in charity by es—
tablishing a linkage between people in need of help and people and groups that
can provide help. As of 2017, WeChat opened windows for information and do-
nations for nearly 38,000 Tencent public welfare projects, covering diseases
relief, poverty relief, education, environmental protection, animal protection, and
care for special groups.

Launch the Creativity Plan to build multi-stakeholder platform. Initially RMB
2 billion advertising resources have been pooled to build a platform that encom-
passes charitable organizations and projects, creative groups, creative adver—
tising agencies, and the general public.The platform will inspire multiple parties
to produce high—quality communication results through full interactions and to
help public welfare organizations and projects to improve capabilities of dis—
playing creative public welfare.

@ Reform charity models

Explore multiple contexts, innovative models, and new forms of charity, re—
lying on Official Accounts and WeChat Pay. An endless stream of contextual
charity, such as reading for the blind and storytelling for left—behind children,
makes activities more interesting and extends donations beyond money. From
August 9 to September 9, 2017, WeChat Pay and Tencent Charity launched the
Charity Coin donation campaign, in which users can obtain Charity Coins
through WeChat payments at offline stores and later donate them to involved
public welfare projects. Including shopping and running, WeChat Charity contin—
ues to innovate forms and expand boundaries to integrate charity into lifestyle.
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Case: " Fun + Technology " charity boom

In the 99 Public Welfare Innovative interactions in various
Day of 2017, Tencent teamed fields, including shopping, logistics, recy-
up with external high—quality cling, circulation, sports, art, and wealth
ecological companies and management, have broken through the
caring partners in an attempt of boundaries of traditional charity. This
"Fun+Technology" contextual makes the public more deeply aware of the
charity, covering catering, close relationship between charity and life,
clothing, housing, and trans- S0 as to mainstream charity into the new
portation, in addition to public normal of life.

donations, Tencent donations,
and corporate donations as the
previous year.

During the event, users can
easily join the ranks and offer
their love in the most common

=
contexts, such as shopping, lo- = %QZ:E
gistics, live broadcast, sports,

second—-hand transactions, and -
financial investment. 12,683,038 829,969,249 180,051,685

BIRAR R NREDE

63 Protect Intellectual property rights

A large number of intellectual property issues come with the gathering of
massive users. By integrating the Internet with legal services, WeChat contin—
ues to explore and improve the Internet + IPR model and form a set of effective
IPR protection system for copyrights and brands.

Launch an efficient intelligent protection system to resist infringement. The
IPR infringement complaint system covers official accounts and personal ac-
counts. Users can initiate online complaints in accordance with guidelines on
the page, and WeChat will delete, block, or clear the infringing content after
verification, and give penalty to the corresponding accounts, such as warning,
restriction, ban and cancelation. The brand IPR protection platform relies on the
masses of the people, and sends counterfeit product clues reported by users to
the brand side. With the identification results of the brand side, WeChat will
make a permanent seal on accounts selling counterfeit products, to protect the
IPRs of brands. 50
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WeChat user

1. Software license and service
agreement

2. Service agreement for official
accounts,

3. Operational specification for

official accounts

4. User specification for person—
al accounts

Brand protection

Infringement

1. Complaint about official
accounts

2. Complaint about personal
accounts

Statement of

platform originality

1. Platform operational 1. Statement application
mode 2. Feedback and handling
2. Feedback and handling methods

methods

Figure 6-1 WeChat’s IPR protection measures

Develop a proactive IPR protection strategy to support originality. The
WeChat user agreement specifies the provisions on IPR protection. Authenti-
cated official accounts shall be brought under unified management in accor—
dance with the principles of "protection of registered trademarks" and "unique
authenticated name" to achieve effective trademark protection of brands. The
operators of official accounts initiatively declare the originality of their work, and
the WeChat platform will automatically add the logo of "originality" after smart
comparison and indicate the source when the work is forwarded, so as to effec—
tively eliminate plagiarism and redistribution.

WeChat connects people with people and services in the era of digital econ-
omy, transforming people's lives and fostering smart lifestyles;

WeChat serves the digital economy by reshaping traditional operating
models and driving innovation and upgrades based on data, information and
sharing.

WeChat boosts the digital economy by integrating resources and opening
capabilities. While pursing its own development, it supports micro, small and
medium-—sized enterprises and creates new opportunities.

In the era of digital economy, WeChat will play a greater role in promoting

quality economic and social development in response to the pursuit of a better
life.
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Appendix: survey method

1.

Individual users

Survey coverage: Mobile phone owners over 6 years of age with perma-—
nent residency in mainland China.

@ Survey time: From November to December 2017.

9 Sample size: 1,102 samples. The survey adopts stratified random sam-—

pling and calculates the sample size using the formula = ;’(1-1') [Note].
e“ p(1-p)
P

The margin of error is limited below 5% when the survey results have a
95% confidence level.

[Notel: nis the sample size; N is the population size; e represents the relative sam-
pling error, t the overall standard deviation, and P the measure of sample dispersion.

e Survey Method: Computer—Assisted Telephone Interviewing (CATI).

6 Sampling method: In a stratified sampling approach, users in mainland
China are divided into 31 groups for independent sampling according to
provinces, municipalities directly under the Central Government, and au—
tonomous regions. Each group takes into account the users of the three
major operators, namely China Mobile, China Unicom and China Tele—
com. The number pool is formed by extracting authority identity number
plus randomly generated mantissa, and users in the number pool are
randomly sampled.

2. Official accounts
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0 Survey coverage: All operators of official accounts.

@ Survey time: From November to December 2017.

@ Sample size: 3,342 samples.

e Survey method: Questionnaires are sent to companies, institutions, or—

ganizations and individuals that operate small programs to collect valid
feedback.



Appendix: survey method

3. Mini programs

0 Survey coverage: All operators of mini programs.

@ Survey time: From November to December 2017.

9 Sample size: 1,483 samples.

e Survey method: Questionnaires are sent to companies, institutions, or—

ganizations and individuals that operate small programs to collect valid
feedback.
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